Abstract: Cheater detection and identification are important issues in the process of secret reconstruction. To detect and identify cheaters most of the algorithms need the dealer to generate and distribute additional information to shareholders. Recently, algorithms have been proposed to detect and identify cheaters. If more than t (i.e. the threshold) shares, for example j (i.e. t < j) shares in the secret reconstruction, then redundancy of shares can be used to detect and identify cheaters. The detectability and identifiability of cheaters are proportional to the number of redundant shares. However, the number of redundant shares, j − t is fixed if original shares are used in the secret reconstruction. So, a threshold changeable verifiable secret sharing (TCVSS) has been developed, which allows shareholders working together to change the threshold t into a new threshold t′ (i.e. t′ < j) and generate new shares; whereas at the same time, maintain the original secret. The verifiability of the proposed TCVSS enables shareholders to verify that their new shares have been properly generated. The number of redundant shares can be changed to j − t′ if new shares are used in the secret reconstruction. Discussion on how to determine the new threshold t′ in order to detect and identify cheaters successfully has also been included.
Introduction
In a (t, n) secret-sharing scheme, a dealer divides the secret into shares in such a way that any t (i.e. the threshold) or more than t shares can reconstruct the secret; whereas any fewer than t shares cannot obtain any information about the secret. Shamir's (t, n) secret-sharing scheme [1] is based on the linear polynomial, and secret reconstruction uses Lagrange interpolating polynomial.
When shareholders present their shares in the secret reconstruction, dishonest shareholders (i.e. cheaters) can always exclusively derive the secret by presenting fake shares, and thus the other honest shareholders get nothing but a fake secret. It is easy to see that Shamir's (t, n) secret-sharing scheme does not prevent dishonest shareholders in the secret reconstruction. Cheater detection and identification are important functions in order to provide fair reconstruction of a secret.
There are many research papers in the literature to propose algorithms for cheater detection and identification. Most of these algorithms [2] [3] [4] [5] [6] assume that there are exactly t shareholders participating in the secret reconstruction. The dealer needs to provide additional information to enable shareholders to detect and identify cheaters. Some algorithms [7, 8] use error-correcting codes to detect and identify fake shares.
In a recent paper, Harn and Lin [9] proposed a new approach to detect and identify cheaters. The algorithm uses shares to detect and identify cheaters. When there are more than t (i.e. the threshold) shares, for example j (i.e. t < j) shares in the secret reconstruction, the redundant shares can be used to detect and identify cheaters. In this approach, shares in a secret-sharing scheme serve for two purposes; that are (a) reconstructing the secret and (b) detecting and identifying cheaters. The detectability and identifiability of cheaters are proportional to the number of redundant shares in the secret reconstruction. However, the number of redundant shares, j − t, is fixed in the secret reconstruction. In other words, the detectability and identifiability of cheaters are fixed in the proposed algorithm.
In this paper, we develop a threshold changeable verifiable secret sharing (TCVSS) that allows the shareholders working together to change the threshold t to a new threshold t′ (i.e. t′ < t) and generate new shares used for the secret reconstruction; whereas at the same time, maintain the original secret. The verifiability of the proposed TCVSS enables shareholders to create enough number of redundant shares for the purpose of cheater detection and identification. We also include discussion on how to determine the new threshold t′ in order to successfully detect and identify cheaters.
Related works on threshold changeable secret sharing (TCSS) and verifiable secret sharing (VSS)
In 1999, Martin et al. [10] first extended threshold secret-sharing scheme to threshold changeable research and referred it as threshold changeable secret sharing (TCSS). A TCSS scheme allows the threshold of a (t, n) secret sharing to change into a new threshold t′ and generates new shares; whereas at the same time, maintains the original secret. TCSS scheme can be used by shareholders to refresh their shares to new shares that are different from previous shares. TCSS is an effective way against adversary attack.
Most TCSS schemes only consider the situation when the threshold is changed from its original value to a larger value if some shares have been compromised by adversaries. However, there are situations when the threshold needs to be changed to a smaller value. For example, if the total number of shares available for the secret reconstruction is decreased, the threshold needs to be adjusted to a smaller value than the original threshold in order to be able to recover the secret. In this paper, we propose a TCSS scheme such that the threshold can be changed to any value in a simple way.
In a straightforward approach, the dealer can refresh shares by broadcasting some public information to all shareholders if the dealer is active all the time [10, 11] . In general, there are two different approaches to design a TCSS scheme without the assistance of an active dealer. The first approach requires the dealer to prepare the threshold changeability while generating shares for shareholders during set up [12, 13] . For example, instead of providing only one share per shareholder using standard Shamir's secret-sharing scheme, the dealer needs to prepare multiple shares per shareholder or publish some public values during set up. Later, shareholders can change threshold and refresh shares based on these additional information without the need of any secure communication among shareholders. The tradeoffs of this approach is that it does not need any secure channel to refresh shares, but shareholders need more storage space to store their shares or some public information. In addition, since the changeability of threshold needs to be predicated in advance, this approach is only feasible for some applications when the activity in future secret sharing is predicable. The second approach requires shareholders to work together to refresh shares of a new threshold secret sharing [14, 15] . However, this approach needs secure channels to distribute new shares to shareholders. Shareholders need a verifiable secret-sharing scheme [16] to verify their new shares of a TCSS scheme under this approach.
In current literature, TCSS schemes can also be classified into three types: (i) schemes based on the polynomial [1] , (ii) schemes based on the geometry [17] and (iii) schemes based on the Chinese Remainder Theorem (CRT) [12] . Since standard Shamir's secret-sharing scheme is very simple and is unconditionally secure, efforts have been devoted to propose TCSS schemes [18, 19] to support standard Shamir's secret-sharing scheme. In 2004, Steinfeld et al. [18] have proposed a lattice-based TCSS scheme for supporting standard Shamir's secret generation algorithm. Their scheme does not require secure channel to distribute new shares. The basic idea of their scheme to increase the threshold is to introduce an appropriate amount of random noise to their original shares to compute new shares which contain partial information about original shares. The lattice-based reduction techniques are used to construct an 'error-correction' algorithm to recover the secret. The TCSS scheme proposed by Steinfeld et al. [18] cannot use standard Shamir's secret reconstruction algorithm to recover the secret. One important contribution of our paper is that our proposed TCSS scheme can support not only standard Shamir's secret generation algorithm, but also standard Shamir's secret reconstruction algorithm. Our TCSS scheme is very simple and is unconditionally secure.
After shares being refreshed, all shareholders need to work together to verify that the refreshing process is performed by legitimate shareholders and all new shares are valid. In 1985, Chor et al. [16] presented the notion of verifiable secret sharing (VSS). In VSS, shareholders are able to verify that their shares are consistent without revealing their shares or the secret. There are vast research papers on the VSS in the literature. On the basis of security assumptions, we can classify VSS into two different types: (i) schemes that are computationally secure and (ii) schemes that are unconditionally secure. For example, Feldman [20] and Pedersen [21] developed non-interactive VSSs based on cryptographic commitment schemes. The security of Feldman's VSS is based on the hardness of solving discrete logarithm, while the privacy of Pedersen's VSS is unconditionally secure and the correctness of the shares depends on a computational assumption. Benaloh [22] proposed an interactive VSS scheme and it is unconditionally secure. Stinson and Wei [23] proposed an unconditionally secure VSS and later, Patra et al. [24] proposed a generalised VSS scheme.
Our contribution
In this paper, shareholders can use our proposed TCVSS to generate new shares and use new shares to reconstruct the secret. These new shares can create enough number of redundant shares to detect and identify cheaters. We summarise the contribution of this paper here. † We propose to adopt a TCSS scheme to create enough number of redundant shares to detect and identify cheaters. † We propose an unconditionally secure TCSS to allow shareholders to decrease the threshold t to any new threshold t′, that is, t′ < t. † The verifiability of the TCVSS enables shareholders to verify that (a) the threshold of new shares is valid and (b) the new shares can recover the original secret. † We show how to determine the new threshold in order to detect and identify cheaters successfully.
The rest of this paper is organised as follows. In the next section, we briefly review Shamir's (t, n) secret-sharing scheme [1] and Harn and Lin's algorithms [9] . We introduce the model of our TCVSS in Section 3 and scheme in Section 4. We discuss on how to determine the new threshold in Section 5. We conclude in Section 6.
Preliminaries

Review of Shamir's (t, n) secret-sharing scheme [1]
In Shamir's (t, n) secret-sharing scheme based on the polynomial, there are n shareholders and a mutually trusted dealer. The scheme consists of two algorithms as shown in Fig. 1 . We note that the above algorithms satisfy the basic requirements of the secret-sharing scheme, that are: (i) with the knowledge of any t or more than t shares, shareholders can reconstruct the secret s, and (ii) with the knowledge of any t − 1 or fewer than t − 1 shares, shareholders cannot obtain the secret s. Shamir's secret-sharing scheme is unconditionally secure since the scheme satisfies these two requirements without making any computational assumption. For more information on this scheme, refer to the original paper [1] .
Review of Harn and Lin's algorithm [9]
Benaloh [22] presented a notion of 't-consistency' to determine whether a set of n (i.e. n > t) shares are generated from a polynomial having degree t − 1 at most. Recently,
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Harn and Lin [25] proposed a new definition of 'strong t-consistency' which is the extension of Benaloh's definition.
Definition: strong t-consistency [25]:
A set of n shares (i.e. n > t) is said to be strong t-consistent if (a) any subset of t or more than t shares can reconstruct the same secret, and (b) any subset of fewer than t shares cannot reconstruct the same secret.
We briefly review the algorithm [9] to detect and identify cheaters using the properties of strong t-consistency and majority voting mechanism, respectively. The algorithm assumes that there are more than t shareholders participated in the secret reconstruction.
It is obvious that if shares in Shamir's (t, n) secret-sharing scheme are generated by a polynomial having degree t − 1 exactly, then shares are strong t-consistent. Checking strong t-consistency of n shares can be executed very efficiently by using the Lagrange interpolating formula. In fact, to check whether n shares are strong t-consistent or not, it only needs to check whether the interpolation of n shares yields a polynomial having degree t − 1 exactly. If this condition is satisfied, we can conclude that all shares are strong t-consistent. However, if there are some invalid shares, the degree of the interpolating polynomial of these n shares is more than t − 1 with very high probability. In other words, most likely, these n shares are not strong t-consistent. † Method for detecting cheaters: If there are more than t shares in Shamir's (t, n) secret-sharing scheme and all shares are valid, all shares must be strong t-consistent. Cheater detection is determined by checking the property of strong t-consistency of n shares. † Method for identifying cheaters: If there are n (i.e. n > t) shares in the secret reconstruction and there are some invalid shares, then the reconstructed secrets must be inconsistent. This is because any t shares can reconstruct a secret and there are n t different combinations. If there are some invalid shares among any t shares, it is very likely to reconstruct a fake secret that is different from the real secret using t valid shares. After cheaters being detected, if the real secret is the majority among n t reconstructed secrets using any t shares, we can use the majority voting mechanism to identify fake shares. The cheater identification method needs to find out the majority among n t reconstructed secrets first. Then, the set, A, consisting of t valid shares is identified. Cheaters (i.e. who have presented fake shares) can be identified one at a time by replacing an element in A with the testing share.
The primary advantage of Harn and Lin's algorithm is its simplicity. Cheaters can be detected and identified without needing any additional modification. In [9] , it also investigates in detail the bounds of detectability and identifiability of cheaters in terms of the threshold, the number of cheaters and the number of redundant shares in the secret reconstruction. For detail information, interested readers can refer to the original paper.
Remark: As pointed out in [9] , the computational complexity of algorithm to detect cheaters is O(1) and the complexity to identify cheaters is O( j!), where j is the number of shares in the secret reconstruction. The algorithm of cheater identification only works when the number of shares in the secret reconstruction is not a big integer. There is one major problem of Harn and Lin's algorithm if original shares are used in the secret reconstruction. Since the number of redundant shares, j − t, is fixed, the detectability and identifiability of cheaters are pre-fixed in the proposed algorithm. In the following two sections, we propose a model and a TCVSS scheme to allow shareholders to generate new shares. Using new shares in the secret reconstruction can create enough number of redundant shares to detect and identify cheaters.
3 Model of TCVSS scheme
Entities
In most VSSs, the dealer is the prover and all shareholders are the verifiers. The verifiers want to verify that their shares are strong t-consistent but without revealing their shares and the secret. In our proposed TCVSS, since all shareholders work together to refresh their original shares to new shares having smaller threshold as compared with the original threshold, each shareholder acts like a prover and a verifier. Thus, in our TCVSS, there are multiple dealers. We do not consider the case when a dealer (the prover) colludes with shareholders (the verifiers). This is because if a dealer colludes with any shareholder, the dealer can just reveal the secret to the shareholder directly and VSS cannot protect the secrecy of the secret. In addition, if any verifier acts dishonestly by releasing a fake value, our proposed TCVSS can detect the existence of the fake share. The cheating shareholder has no advantage over other honest shareholders. Thus, in our proposed TCVSS, we assume that all shareholders (verifiers) act honestly to verify the strong t-consistent of their shares. The existence of any inconsistent shares may be caused by any shareholder (the prover) who generates invalid sub-shares or by transmission errors in distributing shares.
Cheaters in the secret reconstruction have been differentiated into three types [9] and the capabilities of cheater detection and identification are proportional to the number of redundant shares available in the secret reconstruction. We would like to point out that since the number of redundant shares, j − t is fixed, where j is the number of shares available in the secret reconstruction, the detectability and identifiability of cheaters are pre-fixed in the original Harn-Lin scheme [9] . There are possibilities that the original shares cannot be used to detect/identify cheaters since there is not enough number of redundant shares in the secret reconstruction. In order to increase the number of redundant shares to detect/identify cheaters, TCVSS is used to generate new shares. After the refreshing of shares in TCVSS, the threshold of new shares is decreased as compared with the threshold of original shares. Thus, the number of redundant shares is increased to detect/ identify cheaters. Only after all new shares being verified to be strong t-consistent, new shares are used to reconstruct the secret.
Informal model of our proposed TCVSS
We assume that there are j shareholders, U i , for i = 1, 2, …, j, participated in the TCVSS. These shareholders want to make sure that (a) new shares, s i , for i = 1, 2, …, j, are strong t-consistent, and (b) new shares can reconstruct the original secret s. In our proposed TCVSS, each shareholder computes, c i = F(s i ), as his/her released value, where F is a public function. There is an algorithm, VSS, which allows shareholders to verify that all released values are valid, that is
exists invalid shares; 1 (a) all are valid shares and (b) these shares can be used to reconstruct the original secret s
Our proposed VSS is different from most other VSSs which verify one share at a time; but our VSS verifies all shares at once. There are only two possible outcomes of our proposed VSS, that are, either all shares are strong t-consistent or there are inconsistent shares. Thus, our proposed VSS is sufficient if all shares are t-consistent; however, if there are inconsistent shares, TCVSS needs to be restarted to generate new shares.
Properties
We propose TCVSS with the following properties: Correctness: The outcome of this proposed TCVSS is positive if all new shares are strong t-consistent and can recover the same secret of the original shares; otherwise, there are inconsistent shares.
Efficiency: Our proposed VSS is different from most other VSSs which verify one share at a time; but our VSS verifies all shares at once. In other words, the computational complexity of most VSSs is O(n) where n is the total number of shares involved; but the computational complexity of our proposed VSS is O(1). Thus, the proposed TCVSS is more efficient than other VSSs.
Secrecy: The TCVSS must be able to protect the secrecy of shares and the secret in verification.
TCVSS scheme
In this section, we introduce a TCVSS scheme which allows shareholders to change the threshold to a new threshold so that enough number of redundant shares can be created and used to detect and identify cheaters. The proposed TCVSS scheme has three phases: the initial phase, the refreshing phase and the verification phase.
Initial phase: generating original shares from a trusted dealer
There are n shareholders and a mutually trusted dealer. The scheme is shown in Fig. 2. 
Refreshing phase: generating new shares by shareholders
In Shamir's (t, n) secret-sharing scheme, shareholders are denoted to be in the set U = {U i |i = 1, 2, …, n}. We assume that
, want to recover Fig. 2 Generating original shares from a trusted dealer www.ietdl.org the secret. To successfully detect and identify cheaters in the secret reconstruction, these shareholders work together to change the threshold from t to a new threshold t′, where 1 ≤ t′ ≤ t. In the next section, we will explain how to determine the new threshold value in order to detect and identify cheaters successfully. In our proposed scheme, all j shareholders are needed in the refreshing phase. Our proposed TCVSS scheme works the way as shown in Fig. 3 .
Theorem 1:
The threshold of these new shares z i is t′ and the secret s can be recovered successfully if any t′ or more than t′ new shares are used in the secret reconstruction. Proof: In the following discussion, we assume that all shareholders participated in this phase are legitimate shareholders and act honestly. Since, in Step 3, each new share z i is the additive sum of sub-shares of polynomials, f i (x), i = 1, …, j, selected by shareholders in U′, according to the property of secret sharing homomorphism, these new shares z i are shares of polynomial, F(x) = j i=1 f i (x) It is obvious that the degree of polynomial F(x) is t′ − 1. Thus, the threshold of these new shares z i is t′. In addition, in
Step 2, each polynomial f i (x) selected by shareholder U′ i satisfies
Thus, the interpolating polynomial based on these new shares is F(x) satisfying
The security of the proposed TCVSS is the same as the Shamir's secret-sharing scheme, which is unconditionally secure.
Proof: In Step 1, each shareholder U′ i in U′ acts as the dealer in Shamir's secret-sharing scheme to compute a secret (i.e. a Lagrange component) and in
Step 2 to generate sub-shares,
r ), i = 1, . . . , t − 1, for all shareholders. The threshold of the secret is the new threshold value t′. In other words, it needs at least t′ sub-shares to recover each Lagrange component. In fact, our TCVSS is a ( j, t′, j) secret-sharing scheme as proposed in [25] that involves j shareholders to act as dealers to refresh their shares. The security of each sub-share is the same as Shamir's secret sharing scheme which is unconditionally secure. □ Remark: Herzberg et al. [26] proposed a share refreshing algorithm. In their algorithm, each shareholder selects a random polynomial f i (x ; r ) having degree t′ − 1 and satisfying f i (0) = 0. Then, shareholder U ′ i computes and sends each sub-shares,
Thus, the interpolating polynomial based on new shares can recover the original secret. However, since new shares are generated by the polynomial, z i = f (x) + j r=1 f r (x) having degree max{t′ − 1, t − 1}, Herzberg et al.'s scheme cannot be used to refresh shares with a smaller threshold than the original threshold (i.e. t′ < t).
Verification phase
In a conventional VSS, shareholders are able to verify that their shares are consistent (i.e. shares are generated by a polynomial having degree at most t − 1) without revealing their shares or the secret. In our proposed TCVSS, shareholders need to verify that (a) the threshold of new shares is t′, and (b) any t′ or more than t′ new shares can recover the original secret. Our proposed TCVSS is based on the model proposed by Benaloh [22] in which all shareholders work together to verify their new shares. Only after new shares having been successfully verified, shareholders can upload their new shares to replace original shares. The verification is shown in Fig. 4 . Theorem 3: The threshold of these new shares z i is t′ if the verification is successful in Step 2. Proof: In the following discussion, we assume that all shareholders participated in this refreshing phase are legitimate shareholders and act honestly. Since each new share z i is the additive sum of sub-shares of polynomials, f i (x), i = 1, 2, …, j, selected by shareholders in U′, according to the property of secret sharing homomorphism, these new shares z i are shares of polynomial
It is obvious that the degree of polynomial U(x) is t′ − 1 exactly if and only if either (a) the degree of both polynomials, F(x) and G(x), is larger than t′ − 1, or (b) the degree of both polynomials, F(x) and G(x), is at most t′ − 1. Since d is a random integer selected by all shareholders together, the probability that the degree of both polynomials, F(x) and G(x), is larger than t′ − 1 is extremely small. In other words, if the degree of polynomial U(x) is t′ − 1 exactly, each shareholder can be convinced that the degree of polynomials, F(x) = j i=1 f i (x) mod p is at most t′ − 1. Furthermore, since each shareholder has contributed a random polynomial, f i (x), having degree t′ − 1 exactly in the additive sum of polynomial, F(x), the degree of F(x) should be t′ − 1 exactly. Thus, the threshold of these new shares z i is t′. 
we have
Theorems 3 and 4 have shown that our proposed VSS satisfies the property of correctness as stated in Section 3.3. Since our proposed VSS verifies all shares at once, the proposed TCVSS is very efficient. In the following theorem, we show that our proposed VSS satisfies the property of secrecy as stated in Section 3.3.
Theorem 5:
The new shares and the secret have not been revealed in the proposed VSS and the security is unconditionally secure. Proof: In the proposed VSS, the only values available to the adversary are u i = z i + dw i mod p and v i = f(x′ i ) − z i mod p, Fig. 4 Verifying shares www.ietdl.org i = 1, 2, …, j. It is impossible to determine the new share z i from public values, u i and v i , since both verification share w i and original share f(x′ i ) have never been released to the public. In addition, the interpolating polynomial U(x) = F(x) + dG(x) based on public values, u i , i = 1, 2, …, j, does not reveal the secrecy of polynomials, F(x) and G(x). Similarly, the interpolating polynomial V(x) = F(x) − f(x) based on public values, v i , i = 1, 2, …, j, does not reveal the secrecy on polynomials, F(x) and f(x). The secrecy of VSS is unconditionally protected. □ Remark: Our proposed TCVSS works properly if the new threshold t′ satisfies j ≥ t' ≥ 1. However, if t' > t, there is no need to refresh shares since the number of redundant shares is already enough to detect and identify cheaters.
Remark: There are j − t redundant shares if original shares are used in the secret reconstruction. However, there are j − t′ redundant shares if new shares are used in the secret reconstruction. In the next section, we will discuss how to choose the new threshold t′ properly in order to successfully detect and identify cheaters.
Determining t′ in our design
After new shares being successfully verified in Phase 3, these new shares can be used to reconstruct the secret and at the same time, to detect/identify cheaters following the scheme proposed in [9] . Harn and Lin [9] have classified three types of attacks according to the behaviour of cheaters; that are, (a) Type 1 attack -attackers present fake shares without any collaboration; (b) Type 2 attack -shares are released synchronously and colluded attackers modify their shares to fool honest shareholders; and (c) Type 3 attackshares are released asynchronously and colluded attackers modify their shares to fool honest shareholders. The bounds of detection and identification of cheaters are functions of the threshold, the number of cheaters and the number of shares in the secret reconstruction. Interested readers can refer to Theorems 1-3 in the original paper [9] for detail proofs. A recent paper, Ghodosi [27] has proposed a wise cheating attack on the cheater detection method based on the property of strong t-consistency. New bounds of detection of cheaters can be found in a straightforward approach. Here, we list the new bounds of detection and identification of cheaters incorporating the attack proposed by Ghodosi as the following Corollaries of Theorems 1, 2 and 3 in the original paper [9] .
Corollary 1: Under Type 1 attack, Harn-Lin's scheme can successfully detect cheaters if j ≥ t + 1, and identify cheaters if j − c > t, where j is the number of shares, t is the threshold and c is the number of cheaters in the secret reconstruction. □ Corollary 2: Under Type 2 attack, Harn-Lin's scheme can successfully detect cheaters if j − c ≥ t, and identify cheaters if
Corollary 3: Under Type 3 attack, Harn-Lin's scheme can successfully detect cheaters if j − c ≥ t, and identify cheaters if {j ≥ t + 1} ∪ { j − c > c + t − 1}. □
In this paper, we consider the situation when there are j (i.e. n ≥ j ≥ t) shares presented in the secret reconstruction. To create enough number of redundant shares to detect and identify cheaters successfully, the proposed TCVSS algorithm enables shareholders to work together to change the threshold from its original value t to a new value t′ such that there are j − t′ redundant shares in the secret reconstruction. New shares of the (t′, j) secret-sharing scheme are generated and are used in the secret reconstruction.
Let us re-evaluate the bounds in terms of the new threshold t′. We can rewrite conditions associated with Corollaries 1, 2 and 3, in terms of the new threshold value: (i) Under Type 1 attack, the proposed algorithm can successfully detect cheaters if t′ ≤ j − 1, and identify cheaters if t′ ≤ j − c − 1, (ii) Under Type 2 attack, the proposed algorithm can successfully detect cheaters if t′ ≤ j − c, and identify cheaters if {c − 1 ≤ t′ ≤ j − c − 1} ∪ {t′ ≤ min(c, j − 2c)}, (iii) Under Type 3 attack, the proposed algorithm can successfully detect cheaters if t′ ≤ j − c, and identify cheaters if t′ ≤ min( j − c, j − 2c). We summarise this result in Table 1 .
We use the following example to explain how to choose the new threshold t′ to meet the requirements of cheater detection and identification. Assume that in Shamir's (7, 15) secret-sharing scheme, the secret reconstruction needs to detect and identify at most two cheaters. From Table 1 , we can compute the maximal values of the new threshold t′. We list the threshold values in Table 2 .
Conclusions
Harn and Lin proposed a very simple scheme to detect and identify cheaters recently. The detectability and identifiability of the proposed scheme is proportional to the number of redundant shares in the secret reconstruction. However, if there are j shares in the secret reconstruction, the number of redundant shares is j − t which is a pre-fixed number. We propose a TCVSS scheme to allow shareholders to generate new shares from their original shares. Using these new shares to reconstruct the secret, it creates enough number of redundant shares to detect and identify cheaters successfully. The proposed TCVSS scheme is simple and is unconditionally secure. With this TCVSS scheme, Harn-Lin's scheme becomes very flexible and is able to detect and identify various numbers of cheaters in the secret reconstruction. 
